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MODULATOR TIMING FOR QKD 

Field of the Invention 

The present invention relates to quantum cryptography, an in particular 
relates to a method for establishing the timing of the operation of modulators in a 
. quantum key exchange (QKD) system. 

■•J 

Background of the Invention 

Quantum key distribution involves establishing a key between a sender 
("Alice") and a receiver ("Bob") by using weak (e.g., 0.1 photon on average) 
optical signals transmitted over a "quantum channel." The security of the key 
distribution is based on the quantum mechanical principal that any measurement 
of a quantum system in unknown state will modify its state. As a consequence, 
an eavesdropper ("Eve") that attempts to intercept or otherwise measure the 
quantum signal will introduce errors into the transmitted signals, thereby 
revealing her presence. 

The general principles of quantum cryptography were first set forth by 
Bennett and Brassard in their article "Quantum Cryptography: Public key 
distribution and coin tossing," Proceedings of the International Conference on 
Computers, Systems and Signal Processing, Bangalore, India, 1984, pp. 175- 
179 (IEEE, New York, 1984). Specific QKD systems are described in 
publications by C.H. Bennett et al entitled "Experimental Quantum Cryptography" 
and by C.H. Bennett entitled "Quantum Cryptography Using Any Two Non- 
Orthogonal States", Phys. Rev. Lett. 68 2121 (1992). 

The general process for performing QKD is described in the book by 
Bouwmeester et al., "The Physics of Quantum Information," Springer-Verlag 
2001, in Section 2.3, pages 27-33. During the QKD process, Alice uses a 
random number generator (RNG) to generate a random bit for the basis ("basis 
bit") and a random bit for the key ("key bit") to create a qubit (e.g., using 
polarization or phase encoding) and sends this qubit to Bob. 
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The above mentioned publications by Bennet each describe a so-called 
"one-way" QKD system wherein Alice randomly encodes the polarization or 
phase of single photons at one end of the system, and Bob randomly measures 
the polarization or phase of the photons at the other end of the system. The one- 
way system described in the Bennett 1992 paper is based on two optical fiber 
Mach-Zehnder interferometers. Respective parts of the interferometric system 
are accessible by Alice and Bob so that each can control the phase of the 
interferometer. The interferometers need to be actively stabilized to within a 
portion of quantum signal wavelength during transmission to compensate for 
thermal drifts. 

U.S. Patent No. 6,438,234 to Gisin (the '234 patent), which patent is 
incorporated herein by reference, discloses a so-called "two-way" QKD system 
that is autocompensated for polarization and thermal variations. Thus, the two- 
way QKD system of the '234 patent is less susceptible to environmental effects 
than a one-way system. 

However, QKD systems such as '234 are typically described as operating 
in their ideal operating state without any description of how the ideal state is 
reached. As it turns out, setting up a QKD system to operate in an ideal state is 
a daunting task since QKD system operation involves exchanging weak pulses 
that need to be modulated at very precise times. 

Summary of the Invention 

A first aspect of the invention is a method of setting up the timing for the 
phase modulators in a two-way QKD system. The method includes selecting an 
initial time TO, an initial modulation voltage V B (e.g., V b [tt]) and a relatively large 
initial voltage signal width WB for Bob's modulator MB. The method also 
includes sending delayed pulses P1 and P2 from Bob to Alice and receiving the 
pulses back at Bob without any modulation at Alice's modulator MA. The method 
further includes counting the pulses that are to be modulated by Bob at Bob's 
detectors. If no modulation by Bob's modulator occurs, then the method includes 
iteratively incrementing the voltage timing by a coarse time interval and 
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observing whether the detectors indicate that modulation has occurred. When 
modulation occurs, as indicated by a shift in the counts between the detectors, 
then the voltage timing is reset to a time T1 that yields the change in detector 
counts. The coarse time interval is then sub-divided into fine time intervals. The 
voltage signal width is reduced and the timing is adjusted from T1 by increments 
of the fine time interval to further narrow down the precise voltage timing. This 
process of iteratively resetting the timing, subdividing the previous time intervals 
and then incrementing the timing by the new sub-interval is repeated until the 
modulator voltage timing is deduced to a desired degree of accuracy. The 
voltage timing may ultimately be adjusted along the way to center the voltage 
signal to the arrival of the pulse to be modulated. 

Once Bob's timing T V b is established, then Bob's modulator voltage is 
fixed at V B (V b [tt]) and Alice's modulator voltage V A is set to V A = -V B = V a [-tt]. 
Also, the modulator voltage width WA is set to be relatively large and a (new) 
initial voltage signal (leading edge) timing TO is selected. The iterative process 
described above for Bob is repeated essentially the same for Alice with respect 
to the coarse and fine adjustment of the timing and adjusting the voltage signal 
width WA to establish a final timing T V a that is centered about the pulse that is 
modulated by Alice. 

In an example embodiment, one of the pulses is modulated both as it 
enters and as it leaves Alice. This allows for Alice's modulator to modulate the 
pulse for orthogonal polarizations. Since phase modulators tend to be 
polarization sensitive, this approach serves to reduce modulation error that 
results from polarization variations in the pulses. 

Brief Description of the Drawings 

FIG. 1 is a schematic diagram of a two-way QKD system; 

FIG. 2 is a flow diagram of an example embodiment of the method of 
establishing the modulator timing in the two-way QKD system of FIG. 1 for Bob's 
modulator; and 
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FIG. 3 is a flow diagram of an example embodiment of the method of 
establishing the modulator timing in the two-way QKD system of FIG. 1 for Alice's 
modulator. 

Detailed Description of the Invention 

The present invention relates to quantum cryptography, and in particular 
relates to systems and methods for performing phase or polarization modulation 
in quantum key exchange (QKD) system. The ideal operation of a two-way QKD 
system is described immediately below, followed by descriptions of example 
embodiments of the timing set-up. 

Two-way QKD system 

FIG. 1 is a schematic diagram of a two-way QKD system 100. Bob 
includes laser 12 that emits light pulses P0. Laser 12 is coupled to a time- 
multiplexing/demultiplexing (M/D) optical system 104. M/D optical system 104 
receives input pulses P0 from laser 12 and splits each pulse into two time- 
multiplexed pulses P1 and P2. Likewise, optical system 104 receives from Alice 
(discussed below) pairs of time-multiplexed pulses and combines (interferes) 
them into a single pulse. Bob also includes a phase modulator MB coupled to an 
M/D optical system on the side opposite laser 12. Optical fiber link FL is coupled 
to phase modulator MB and connects Bob to Alice. Bob also includes a voltage 
controller 44 coupled to modulator MB, and a random number generator (RNG) 
unit 46 coupled to the voltage controller. 

Bob also includes two detectors 32a and 32b coupled to M/D optical 
system 104, and a controller 50 operatively (e.g., electrically) coupled to laser 12, 
detectors 32a and 32b, voltage controller 44 and to RNG unit 46. 

Alice includes a phase modulator MA coupled at one end to optical fiber 
link FL and at the opposite end to a Faraday mirror FM. Alice also includes 
voltage controller 14 coupled to modulator MA, and random number generator 
(RNG) unit 6 coupled to the voltage controller. Alice further includes controller 20 
coupled to RNG unit 16 and to voltage controller 14. 
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Bob's controller 50 is coupled (optically or electronically) to Alice's 
controller 20 via synchronization channel SL to synchronize the operation of Alice 
and Bob. In particular, the operation of the phase modulators MA and MB is 
coordinated by controllers 20 and 50 exchanging synchronization signals SS. In 
an example embodiment, the operation of the entire system, including the timing 
set-up of the present invention, is controlled from either controller 20 or controller 
50. 

Example operational embodiment of two-way QKD system 

In an example embodiment of the operation of QKD system 100, Bob's 
controller 50 sends a signal SO to laser 12, which in response thereto initiates a 
relatively strong, short laser pulse P0, which is then attenuated by an optional 
variable optical attenuator VOA 13B. The (weak) pulse P0 arrives at M/D optical 
system 104, which splits the pulse into two weak pulses, P1 and P2, having 
orthogonal polarization. Pulse P1 goes directly towards Alice while P2 is 
delayed. Pulses P1 and P2 pass through MB (which remains inactivated at this 
point), and the pulses travel down the fiber to Alice. 

Note that in another embodiment of system 100, pulses P0 and P1 can be 
relatively strong pulses that are attenuated by Alice using a VOA 13A located at 
Alice, wherein the pulses are attenuated to make them weak (quantum) pulses 
prior to them returning to Bob. 

The pulses pass through Alice's modulator MA and reflect off of Faraday 
mirror FM, which changes the polarization of the pulses by 90°. As the pulses 
travel back through modulator MA, Alice lets the first pulse P1 pass therethrough 
unmodulated but modulates the phase (i.e., imparts a phase shift <D A to) second 
pulse P2. 

The timing of the modulation is provided by the synchronization signal SS 
shared between controllers 20 and 50, as described in greater detail below. The 
modulation at Alice is carried out by controller 20 providing a well-timed signal S1 
to RNG unit 16, which provides a signal S2 representative of a random number 
to voltage controller 14. In response, voltage controller 14 sends a voltage signal 
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V A (e.g., V[+3tt/4], [V-37T/4], V[+tt/4], and V[-tt /4]) to modulator MA to set the 
phase modulation to a corresponding value +3tt/4, -3tt/4, tt/4 or -tt /4. 

The two pulses P1 and P2 then travel back to Bob, where, say, pulse P2 
passes unaltered through modulator MB, but where Bob imparts a phase shift <t> B 
to pulse P1. The timing of the modulation of pulse P1 (or any other selected 
pulse) at Bob is provided by the synchronization signal SS shared between 
controllers 20 and 50, as described in greater detail below. The modulation is 
carried out by controller 50 providing a well-timed signal S3 to RNG unit 46, 
which provide a signal S4 representative of a random number to voltage 
controller 44. In response, voltage controller 44 sends a voltage signal V B (e.g., 
V[+tt/4] or V[-tt/4]) to modulator MB to set the phase modulation to a 
corresponding value +tt/4 or -tt /4. 

Further, when pulses P1 and P2 enter M/D optical system 104, pulse P2 
passes directly through but pulse P1 is delayed by an equal amount equal to that 
originally imparted to pulse P2. M/D optical system then interferes pulses P1 and 
P2. 

The detectors 32a and 32b are arranged so that constructive interference 
(<t> A - <t>B = 0) is detected by detector 32a and destructive interference (O a - <J>b = 
tt) is detected by detector 32b. When Bob imparts the same basis phase as 
Alice, a count in detector 32a indicates binary 0 and a count in detector 32b 
indicates binary 1. However, when Bob's basis phase is different from Alice's, 
there is no correlation and the count winds up in either detector 32a or 32b with 
equal probability (i.e., interfered the pulse has a 50:50 chance of being detected 
in either detector). 

Modulator timing set-up 

The description above relates to an idealized QKD system. However, in 
practice, such systems do not automatically operate in the ideal state. Further, a 
commercially realizable system must first be set up to operate and then must be 
able to compensate for changes in its operating state to ensure ongoing 
operation. 
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Accordingly, prior to running a QKD system in the idealized manner 
described above, the system must first be calibrated. This includes calibrating 
the phase modulators so that the proper phase encoding is achieved. 

In order to even calibrate the modulators in a QKD system, the proper 
timing of the activation of the modulators must first be established. Specifically, 
each modulator must be activated at the precise moment the pulse that needs to 
be modulated passes through the particular modulator. Minimizing the amount of 
time a modulator is activated reduces the chances of an eavesdropper 
determining the modulator state in an attempt to gain information about the 
exchanged key. 

Thus, an example embodiment of the present invention includes setting up 
the modulator timing. For each modulator, the method includes two main steps: 
a coarse timing adjustment with a wide modulation voltage signal W followed by 
a fine timing adjustment with a narrow modulation voltage signal width W. 

These basic steps are now described in greater detail below with 
reference to QKD system 100 of FIG. 2. Note that in an example embodiment, 
controllers 20 and 50 communicate directly with their respective voltage 
controllers 14 and 44 via respective calibration signals SC1 and SC2 in the 
modulator timing set-up rather than through RNG units 16 and 46. 

Timing for Bob's modulator 

In an example embodiment, the timing for Bob's modulator MB is 
established, though Alice's timing could be established first. 

With reference to flow diagram 200 of FIG. 2, in 202, Bob's controller 50 
sends a signal SS over synchronization channel SL to controller 20 instructing it 
to turn off Alice's phase modulator if it is not already off. In 204, controller 50 
then directs voltage controller 44 to set the modulator voltage Vb to a relatively 
large modulation value, such as V b [tt]. The voltage setting of V b [tt] is preferable 
because it allows for fewer photons (e.g., hundreds) per pulse to be used as 
compared to other voltage settings that require more (i.e., thousands) of photons 
per pulse. This translates into a faster scan time and thus faster timing set-up 
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operation. Thus, even though the particular bases used in the key exchange 
operation might not include a phase setting of tt, for the purposes of setting up 
the modulator timing as quick as possible, this phase setting may be preferred. 

In 206, controller 50 also directs voltage controller 44 to make the width 
WB of voltage signal V b [tt] relatively large (say, 50ns) as compared to the final 
voltage signal width (which is typically in the range from 2ns to 10ns). In 208, 
controller 50 selects an initial modulator voltage time TO at which V b [tt] is to be 
applied to modulator MB. In an example embodiment, TO = 0. 

In 210, controller 50 then sends a signal SO to laser 12 to generate pulses 
P0 at a given repetition rate, such as 1 MHz. Pulses P0 need not be quantum 
pulses and can have hundreds or thousands of photons. In an example 
embodiment, the average number of photons u in pulses P0 is selected to be that 
necessary to readily discern the detection of photons in detectors 32a and 32b. 
In such a case, u is typically between 1 and 10. 

In 212, modulator MB is modulated with V b [tt] at TO and with width WB, 
and the photon count at detectors 32a and 32b is measured. If the timing of 
modulator MB is not correct, then no pulses will be modulated and the photon 
count at detector 32a will be high, while the photon count at detector 32b will be 
low and originating mostly from dark current and other spurious effects. 

Note that in system 100 of FIG. 1, two pulses P1 and P2 are created from 
pulse P0. These pulses are reflected from Alice and return to Bob. In system 
100 as described above, the relative phase difference between P1 and P2 at the 
end of a round trip along optical fiber link FL is measured by detectors 32a and 
32b. 

In system 100, the phase modulation from modulators MA and MB can be 
imparted to P1 by both Alice and Bob, imparted to P2 by both Alice and Bob, 
imparted to P1 by Bob and to P2 by Alice or vice versa, since it is the overall 
relative phase difference between the pulses that is ultimately measured, not the 
phase of any particular pulse. However, the particular phase modulation method 
must be agreed upon in advance by Alice and Bob so as to set the modulator 
voltage amplitudes and the voltage pulse timing to the correct levels. 
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In the example embodiment described below, it is presumed that, pulse 
P1 is modulated by both Alice and by Bob for the sake of illustration. The phase 
shift is the sum given by each modulator, and is compared to the phase of the 
unmodulated pulse P2. Thus, in an example embodiment of the modulator 
timing set-up, it is the modulation of pulse P1 through Alice that needs to be 
timed, If both pulses P1 and P2 are to be modulated, the timing set-up method 
of the present invention applies to this case in a straightforward manner. For 
example, , if P1 is modulated by Bob and P2 is modulated by Alice, then a bias 
phase voltage of V B = V A = V[tt] needs to be provided to both modulators to 
ensure a null phase difference. 

It is important that Bob's outgoing pulses P1 and P2 not be modulated 
because this could reveal information of Bob's modulator state .to an 
eavesdropper. This is particularly true when a high average photon level u is 
used, since is allows an eavesdropper to place a tap on the fiber link FL without 
detection. 

After a sufficient sampling interval, resulting in say at least 10 photons or 
more in the presence of external noise, the photon count of each detector is 
recorded, and in 214 the pulse timing TO (measured, say, at the leading edge of 
the voltage signal) is incremented by AT. The value of AT is selected to be 
slightly smaller than initially wide modulator pulse. For example, for a 1MHz 
repetition rate from laser 12, the pulses P0 are separated by 1us. This interval 
can be divided, say, into 25 segments, to define a (coarse) time increment AT = 
40ns which can be covered with a 50ns modulator pulse width to guarantee 
overlap. 

Also in 214, the photon count is checked again to see if modulation has 
occurred. If not, then TO is incremented by another AT, etc., 212 is repeated and 
and the photon count check of 214 is repeated. Acts 212 and 214 are repeated 
(iterated) n times for TO + nAT until the entire interval between successive laser 
pulses is covered. Note that by setting V B = V b [tt], the shift in photon count is 
dramatic when the phase modulation finally occurs, as compared to setting V B to 
V b [tt /4], as is the case for normal QKD system operation. 
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This process results in two time intervals during which photons are 
detected on detector 32b rather than detector 32a. One such time interval 
occurs when photons from laser 12 are affected by the modulator MB during 
travel towards Alice, and one interval when the photons returning from Alice 
travel through the modulator MB. If the length of the fiber link FL was changed 
so that the round trip travel time was increased, then the outgoing pulse would 
show a photon deflection event at the same point in time, while the return pulse 
would result in a photon deflection event at a time corresponding to the delay due 
to the increase in round-trip travel time. 

A similar effect can be achieved without changing the physical fiber by 
changing the rate at which photon pulses PO are sent in to the system. Since 
there is more than one pulse in the fiber link FL, this will cause an apparent 
change in location of the return pulse. Thus, in 215, the modulator MB is set to 
the timing (say, T1) that only modulates pulses incoming to Bob, which 
corresponds to the pulses that change locations. 

Once the shift in the photon counts occurs between the detectors so that 
the outgoing pulse timing T1 for Bob can be identified, then the process proceeds 
to 216, wherein the timing is set to T1. However, the modulation timing at this 
point is only known to within the timing increment AT, which in our example is 
50ns. 

The modulation voltage width WB of the voltage signal V B needs to be 
decreased to a more reasonable value. Ideally, voltage signal V B ultimately has 
a width WB that is as small as possible so that modulator MB is activated only for 
the briefest amount of time necessary to modulate incoming pulse P1 . Also, the 
voltage signal width WB needs to be small enough so that incoming pulse P2, 
which is close to incoming pulse P1 (e.g., within a few nanoseconds), passes 
through modulator MB without being modulated. 

Accordingly, in 217 the width WB is reduced, e.g., to 5ns. This value is 
picked with physical bandwidth and settling time limitations of the modulator 
voltage driver 14 in mind. Thus, in 218 the increment AT is broken divided into a 
number of (fine) sub-intervals, say AT = (50ns)/(25) = 2ns, which should be 
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smaller than width WB to allow overlap during scanning. In 218, acts 214-216 
are then repeated using T2 = T1 + nAT until the value of T2 is determined to 
within AT' (here, AT = 2ns). The timing pulse is then centered about the 
intervals at which the photon counts at the detectors show changes. 

In 224 and 226, the process of finding the modulation voltage timing T1 
and T2, (optionally) narrowing voltage signal width WB and subdividing the time 
increment into increasingly smaller segments in 212-218 is optionally repeated 
for additional voltage timing values T3, T4, etc. using correspondingly smaller 
time sub-intervals and optionally smaller voltage signal widths WB until the final 
timing T V b of the modulator voltage V B for modulator MB is established to a 
desired degree of accuracy, e.g.,tO 2ns or so, with a final pulse width WB of 
about 2ns. 

Timing for Alice's modulator 

Once the timing of Bob's modulator MB is established, then the timing of 
Alice's modulation is established. Note that in another example embodiment, 
Alice's modulator timing can be established first. 

Accordingly, with continuing reference to FIG. 1 and also to the flow 
diagram 300 of FIG. 3B, in 302 Bob's modulator voltage is set constant at Vb[tt]. 

In 304, Alice's controller 20 sends a signal SC2 to voltage controller 14 
directing it to send a voltage signal V A = -V B = V a [-tt] to modulator MA. This 
serves to set the phase of modulator MA to (nominally) -tt. Bob's modulator MB 
is maintained constant at V b [tt] during Alice's modulator timing set-up. As with 
Bob's modulator voltage V B , Alice's modulator voltage V A is set to a relatively 
large modulation value, such as Va[-tt] so that if modulation occurs, an overall 
phase shift of (nominally) 0 results, which results in the modulated pulses being 
detected at detector 32a. If no modulation occurs, then the pulses will have a 
phase of tt, which results in the modulated pulses being detected at detector 
32b. 
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In 306, as in 206 for Bob, controller 20 also directs voltage controller 44 to 
make the width WA of voltage signal V a [tt] relatively large (say, 50ns) as 
compared to the final signal width (which is typically about 10ns). 

In 308, as in 208 for Bob, controller 20 selects a (new) initial time TO at 
which V a [-tt] is to be applied to modulator MA. 

Note that in an example embodiment, the optical pulse to be modulated at 
Alice is modulated both on the way in and on the way out of Alice. This requires 
width WA to be wide enough to modulate the pulse as it travels through the 
modulator to the Faraday mirror and back through the modulator, yet narrow 
enough not to modulate both pulses P1 and P2. This modulation approach has 
the advantage of reducing the polarization sensitivity of the modulator to 
variations in the pulse polarizations. 

In 310, as in 210 for Bob, controller 50 then sends a signal SO to laser 12 
to generate pulses P0 at a given repetition rate, such as 1MHz. 

In 312, as in 212 for Bob, the photon count at detectors 32a and 32b is 
measured. If the timing of modulator MA is incorrect, then pulse P2 passing 
through the modulator on the way back to Bob will not be modulated at Alice and 
the photon count at detector 32b will be high, while the photon count at detector 
32a will be low and be due mostly to dark current and other spurious effects. 

Recall that in system 100 of FIG. 1, two pulses P1 and P2 are created 
from pulse P0. These pulses are reflected from Alice and return to Bob. In 
system 100 as described above, either pulse P1 or pulse P2 is modulated by 
Alice and either pulse P1 or pulse P2 is modulated by Bob. Thus, in the 
modulator timing set-up for Alice, it is the modulation of previously agreed upon 
pulse P1 or P2 that needs to be timed, and it needs to be modulated on both the 
way into Alice and the way out of Alice. 

Unlike the situation at Bob, the round trip time for a photon to travel from 
modulator MA, to the faraday mirror MF, and back to modulator MA is well known 
as does not change to any appreciable degree. This round trip travel time is 
smaller than the time separating P1 and P2. Modulator MA is driven with a 
sufficiently narrow modulator drive voltage width WA to observe two changes in 
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photon detector counts:, one corresponding to the transition in and out of P1, and 
the second corresponding to the transition out of P2. The modulator drive pulse 
VA has a width WA sufficient to cover both directions of travel of P1 or P2 at the 
same time. 

If the photon count indicates no modulation has occurred, then in 314 the 
voltage signal timing TO is incremented by AT, as in 214 for Bob. The value of 
AT is selected, for example, by knowing the time interval between pulses P1 and 
P2 so as to guarantee that only one pulse is modulated at a time. In 214, the 
photon count is checked again to see if modulation has occurred. If not, then TO 
is incremented by another AT, etc., and photon count check is repeated. This 
process is repeated n times for TO + nAT until the entire interval between 
successive laser pulses is covered. 

Recall, at Bob only one direction of travel of pulses P1 or P2 is covered by 
the modulator voltage signal V B . However, in Alice, both directions of travel of 
the pulses is covered by the modulator voltage signal VA. Thus, in the case of 
Bob, a change in photon count of say, less around 50%, would not be wholly 
indicative of a change in the modulation. On the other hand, such a change at 
Alice could very well indicate that at least one of the two modulations of the pulse 
to be modulated has occurred and that at least a rough estimate of the timing has 
been established. 

In a fashion similar to that carried out for Bob, this timing-shift process is 
repeated with finer accuracy. Once a shift in photon counts between the 
detectors occurs, then the process proceeds to 316, wherein the timing T1 is set 
to the beginning of the interval of the photon count change, and acts 312 and 314 
are repeated (iterated) with sub-intervals AT, as discussed above in 216 for Bob, 
until the value of T2 is determined (e.g., to within AT' = 2ns). At this point, the 
photon count of detector 32b will be near zero again, as both direction of travel 
for either photon pulse P1 or P2 are covered. 

Once the timing for voltage signal V a [-tt] is established, then as in 217 of 
Bob, in 317 the width WA of the voltage signal V a [-tt] is decreased to a smaller 
value to make probing modulator MA by an eavesdropper more difficult. In an 
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example embodiment the voltage signal width WA is made incrementally smaller 
and acts 312-316 repeated with the smaller signal width. 

Then, as in 218 of Bob, in 318 the timing interval AT is divided into finer 
sub-intervals AT' and acts 312-316 are repeated. If a change occurs in the 
photon count that indicates a change back to the "no modulation" state, then in 
322, as in 222 for Bob, the modulator voltage timing T V a is adjusted to shift the 
narrowed voltage signal until modulation is reestablished, and preferably so the 
narrowed voltage signal is centered on the pulse P2. In 324, acts 317 and 320 
(or 318-320) are then repeated until the desired width Alice modulator voltage 
timing T V a is established. In an example embodiment, the voltage signal width 
WA is about 5X the width of voltage signal width WB, e.g., WB = 2ns and WA = 
10ns. 

In an example embodiment, the modulator timing set-up is accomplished 
by including software in controllers 20 and 50 that has instructions for carrying 
out the timing method discussed above and illustrated in the corresponding flow 
diagrams. 

Not also that the modulator timing set-up process must be repeated if the 
fiber length is changed, (e.g., a connection to a new fiber link FL or optical 
switching to a new optical path), or if the qbit update rate changes. 

While the present invention has been described in connection with 
preferred embodiments, it will be understood that it is not so limited. On the 
contrary, it is intended to cover all alternatives, modifications and equivalents as 
may be included within the spirit and scope of the invention as defined in the 
appended claims. 
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ABSTRACT 

Methods for establishing modulator timing for a two-way QKD system 
having QKD stations Bob and Alice are disclosed. The timing method includes 
performing a coarse timing adjustment by scanning the modulator timing domain 
with a relatively coarse timing interval and wide modulator voltage signal, and 
then performing a fine timing adjustment by scanning the modulator timing 
domain with a fine timing interval and a relatively narrow modulator voltage 
signal. The timing method includes monitoring the detector counts to determine 
when modulation is occurring and setting the timing accordingly. The method 
further includes discerning between two timing intervals associated with pulses 
entering and leaving Bob, and ensuring that only incoming pulses are modulated. 
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